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Transform the way your mobile 
workforce accesses computing 
technology and the network while 
providing IT the peace-of-mind of 
integrated secure authentication. 
HID Global DigitalPersona® allows 
administrators to deploy and benefit 
from a composite authentication 
approach to secure access – going 
beyond passwords and traditional 
two-factor and multifactor methods. 

DigitalPersona’s advanced 
authentication capability is now 
an integrated option for Panasonic 
Toughbook. Whether it is the optimal 
set of authentication factors for 
fast and secure Windows Logon 
or a more complete enterprise 
security solution that is required,                                                      
HID and Panasonic deliver the perfect 
secure moblile computing solution. 
 
 
 
 
 

Finding the Right Balance in Your 
Mobile Authentication Strategy 
Doesn’t Have to Be Hard 

Public safety agencies and utility 
companies need to secure mobile 
endpoints, applications and access 
to sensitive information – ensuring 
compliance with IT security protocols 
and regulatory mandates. At the same 
time, employees and contractors 
need convenient access options to 
dedicated or shared devices during 
their shift without delay or disruption.

Choose the right level of security 
required for your mobile use case. 
Transform your logon authentication 
protocol with DigitalPersona Logon 
for Windows and provide entirely 
new levels of protection utilizing 
composite authentication. Select 
DigitalPersona Premium and ensure 
a frictionless user experience 
across the entire enterprise and all 
applications (Windows Logon, web, 
cloud, on-premise and mobile apps). 
DigitalPersona delivers the strongest 
protection available in the industry.

Security + Mobility: 
A Perfect Match



Whether your authentication 
requirements are governed 
by CJIS, or you are simply 
reinforcing enterprise 
security protocols through 
password replacement and 
additional risk-based factors, 
DigitalPersona closes your 
compliance gaps.

Go beyond the traditional 
set of authentication factors 
with contextual risk-based 
factors of time, velocity, 
location and behavior*. 

DigitalPersona Premium 
offers secure access for 
your entire network and 
legacy, cloud and mobile 
applications and workflows.  
One solution addresses 
all your security needs 
without leaving any system 
or application exposed, or 
covered by a patchwork of 
hard to manage andmaintain                          
security products. 

Eliminate the reliance and 
burden on users. Gone is the 
fear of compromise due to 
lack of user compliance. 

Organizations can balance 
usability and protection 
based on specific security 
goals. IT administrators 
benefit from an easily 
deployed, managed and 
maintained solution that 
requires no proprietary tools 
or staff training.

Leverage your existing IT 
infrastructure and deploy 
more quickly than other 
solutions in the market 
today. Organizations are 
typically up and running 
in days – not weeks 
or months. And with 
DigitalPersona’s extensible 
architecture, your solution         
is “future-proof.” 

The FOUR PILLARS of Advanced Authentication

COMPLETE COVERAGE HUMAN PROOFED RAPID ADAPTABILITYCLOSE EVERY GAP



WHEN YOU ACT

Time Frame

Geo-Velocity

WHAT YOU DO
Keystroke            
Behavioral  
Biometrics* 

WHERE YOU ARE

GPS Location

IP Address

Integrated Windows 
Authentication 

(IWA)

WHAT YOU HAVE

Smartcards  
and USBs

Contactless Card

Proximity Card

Bluetooth Device

One-Time Password

Apple Watch

FIDO U2F Key

WHAT YOU 
KNOW 

Password

PIN 

Recovery 

Questions

WHO YOU ARE

Fingerprint

Face

RAPID ADAPTABILITY

DigitalPersona includes the factors to support basic “password plus” options with traditional one-time passwords 
(OTPs) and smartcards. And when you’re ready to move into more complex scenarios, an array of sophisticated 
biometric, behavioral and mobile-based factors are available to meet the convenience and security needs of your use 

case. Match your authentication factors to the optimal security posture for your organization.

TRADITIONAL FACTORS RISK-BASED FACTORS

*Keystroke Behavioral Biometrics available in DigitalPersona Premium Edition only.

A Broad Array of Authentication Factors  



Select the offering that best supports your use 
case requirements and deployment options
Basic Edition provides an array of multifactor authentication options for users to securely access their Windows devices.

Premium Edition includes all the capabilities of the Basic Edition, plus expands coverage to web, mobile, cloud and                       
on-premise applications.

BASIC EDITION

DigitalPersona® for Windows Logon

PREMIUM EDITION

DigitalPersona® Premium

Use Case
Users logging on to their Windows-based 
PCs, servers and mobile devices.

Users logging into any application from 
anywhere and to anywhere.

Applications Windows Logon only
All applications (Windows Logon, web, 
cloud, on-premise, and mobile apps)

Citrix-ready Yes Yes

RADIUS VPN Yes Yes

Client and Kiosk Modes Yes Yes

Authentication Factors

All DigitalPersona supported methods:

• What You Know – password, PIN, 
recovery questions

• Who You Are – Finger and Face 
biometrics

• What You Have – Smartcards and 
USBs, Contactless, Proximity Card, 
One-Time Passwords, Bluetooth, 
NFC devices, Apple Watch and FIDO 
U2F Key

• Where You Are – Location-based 
policy setting

• When You Act – Time-frame based 
policy setting

All DigitalPersona supported methods:

• What You Know – password, PIN, 
recovery questions

• Who You Are – Fingerprint and Face 
biometrics

• What You Have – Smartcards and 
USBs, Contactless, Proximity Card, 
One-Time Passwords, Bluetooth, 
NFC devices, Apple Watch and FIDO 
U2F Key

• What You Do – Keystroke behavioral 
biometrics

• Where You Are – Location-based 
policy setting

• When You Act – Time-frame based 
policy setting

Centralized Management Active Directory Active Directory

Biometric Fingerprint 
Enrollment

Yes Yes

Enrollment Type Attended or Self Attended or Self

SSO SAML Federation Portal No Yes

Access Management API No Yes

Password Manager for 
Microsoft Windows

No Yes





© 2019 HID Global Corporation/ASSA ABLOY AB. All rights reserved. HID, HID Global, the HID Blue Brick logo, the 
Chain Design and DigitalPersona are trademarks or registered trademarks of HID Global or its licensor(s)/supplier(s) in 
the US and other countries and may not be used without permission. All other trademarks, service marks, and product 
or service names are trademarks or registered trademarks of their respective owners. 
 
2019-09-09-hid-iam-digitalpersona-panasonic-mobility-solutions-br-en    PLT-04673

An ASSA ABLOY Group brand

hidglobal.com

North America: +1 512 776 9000  • Toll Free: 1 800 237 7769 
Europe, Middle East, Africa: +44 1440 714 850 
Asia Pacific: +852 3160 9800 • Latin America: +52 55 5081 1650

p r o d u c t s

G

E N U I N

E


