PROFESSIONAL SERVICES FOR HEALTHCARE PROVIDERS
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EPCS Multifactor Authentication

Healthcare providers can benefit from the
convenience of HID’s solution for approval
and submission of e-prescriptions.

Turning Products Into Solutions

HID Professional Services can help healthcare providers with implementing a convenient
prescription submission process that complies with DEA regulations for Electronic

Prescriptions for Controlled Substances (EPCS) issuance.

Qualified healthcare provider personnel can benefit from integrating HID solution

components, within their electronic prescription submission process. This specific

solution enables strong authentication of an employee’s identity using multifactor

HID Professional Services™ are
sold and delivered through the
HID Advantage Partner™ network,
together with other Genuine HID®
products and solutions.

Our goal is to deliver complete

authentication to the Electronic Medical Record (EMR) database prior to submitting
a prescription for a controlled substance. This solution offers different modes of
authentication: Public Key Infrastructure (PKI), One Time Password (OTP) or Biometric

authentication using best in class Lumidigm fingerprint sensors.

The HID EPCS Multifactor Authentication solution helps healthcare providers by

increasing convenience and reducing security risks.

solutions that are fully operational
and deployed according to best
practices, on-schedule and on- HID Solution Components

budget.

HID Component Customer Benefits

EMR Plugin and ActiviD® Appliance

Allow users to strongly assert their
identity using One-Time Password (OTP),
PKI or biometric authentication.

IdenTrust® Certificates and ActiviD® CMS Achieve strong identity proofing and
compliance with the well-known digital
authentication guideline NIST 800-63
Level of Assurance (LOA) 3 and higher.
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